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Abstract
The proliferation of Large Language Model (LLM) coding assistants has created a fragmented

ecosystem of access architectures, ranging from fully local deployments to cloud-based commercial
solutions. Organizations face increasing regulatory pressure under GDPR Article 25 (privacy by
design) and the NIS2 Directive to justify their data processing choices.

This study provides the first systematic privacy risk profile of 20 LLM access configurations
documented in a 21-entry ontology, comparing self-hosted solutions against standard commercial
offerings.

We employed STRIDE threat modeling per configuration, network traffic analysis in controlled
environments (Wireshark/tcpdump), and CVSS-adapted quantitative scoring (0–10 Privacy Risk
Score). Regulatory compliance was mapped to GDPR Art. 25, NIS2 Directive, and EU data
residency requirements.

Pure local solutions achieved a mean Privacy Risk Score of 0.8/10 (range 0–2), outperforming
all commercial baselines (mean 7.3/10, range 6.5–8.3). Hybrid routing architectures, which route
sensitive projects locally and other traffic to the cloud, scored 3.2/10 in mixed use, offering optimal
trade-offs. Windows 7–compatible solutions (S1.5, S2.8, S2.9) introduce NIS2 non-compliance risks
due to absent security updates. Of these, only S1.5 also offers pure local privacy.

Self-hosted LLM architectures significantly reduce privacy risk compared to commercial al-
ternatives. Organizations handling sensitive code should prioritize pure local deployments. The
ontology-driven methodology is reproducible and extensible.

Keywords: LLM privacy, threat modeling, GDPR, NIS2, self-hosted AI, coding assistants,
STRIDE, privacy risk scoring.
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1 Introduction
The adoption of LLM-based coding assistants – such as Anthropic’s Claude Code [17], GitHub

Copilot, and Cursor – has transformed software development workflows. However, these tools in-
troduce heterogeneous privacy architectures: commercial solutions route source code to provider-
controlled infrastructure, while self-hosted alternatives (Ollama [6], llama.cpp [11], LiteLLM [7])
promise local execution but vary in their actual data exfiltration risks.

The research question driving this study is:
What sensitive data is at risk of exposure in each of the 20 documented LLM access configurations,

and how does the risk profile of self-hosted solutions differ from that of standard commercial offerings?
This question is timely given:

1. Regulatory pressure: GDPR Article 25 mandates “data protection by design and by default”
[1], requiring organizations to implement appropriate technical measures. The NIS2 Directive
(EU 2022/2555) imposes cybersecurity risk-management obligations on essential and important
entities [2].

2. Architectural fragmentation: The ecosystem now includes pure local (Ollama v0.14+ [6]),
hybrid routing (claude-code-router + OpenRouter [18][5]), and free cloud tier solutions (Groq
[13], Google AI Studio [15], NVIDIA NIM [14]), each with distinct privacy properties.

3. Empirical risk evidence: Recent analyses reveal that developers grant LLM coding agents
extensive permissions – including curl:* (21.3% of configurations), python:* (14.5%), and rm:*
(22.2%) – creating supply chain and data exfiltration vectors [8].

Our contribution is the first comparative privacy risk profile for the self-hosted LLM coding as-
sistant ecosystem, grounded in a formal ontology and validated through network traffic analysis. We
produce a directly usable decision instrument for organizations selecting configurations compliant with
their security policies.

2 Ontology-Driven Classification of LLM Access Modes

2.1 Overview of the Ontology Structure

The ontology (file 015.ontology.txt, version 1.1, in the Companion Materials Package [9]) pro-
vides a machine-readable taxonomy of 21 LLM access configurations organized into four tiers. Of these,
20 represent complete LLM access configurations. One solution - namely S3.5 Anthropic Batch API -
is a cost-reduction method for programmatic API use and is excluded from the exposure class analysis,
as it does not constitute an independent access architecture for Claude Code. Should any difficul-
ties be encountered when using the ontology file for automatic installation(s), alternative step-by-step
guidance for manually installing any or all of the configurations of interest discussed herein is provided
Companion Materials Package (Claude Code Setup Atlas, 015.claude-code-setup-atlas.html, [9]).

The ontology defines critical fields for privacy analysis:

• <url> and <url_api_key>: Document external endpoints contacted

• <description>, <warning>, <note> and <free_type>: Known risks and data-handling proper-
ties (e.g., S1.4’s free_type value unlimited-local-with-external-data)

• win7_compatible: Solutions compatible with unsupported OS versions

• Comparison matrix criteria MC4 (private_data) and MC5 (internet_required)
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Table 1: Exposure classes based on MC4 (private_data) and MC5 (internet_required) criteria and
documented architecture

Exposure Class MC4 (pri-
vate_data)

MC5 (inter-
net_required)

Representative
Solutions

Count

Pure Local true false S1.1, S1.2, S1.3, S1.5 4
Hybrid Routing partial partial T0, S2.10 2
Free Cloud false true S1.4, S2.1, S2.2,

S2.3, S2.4, S2.5,
S2.6, S2.7, S2.8, S2.9

10

Paid/Temp Cred-
its

false true (temporal) S3.1, S3.2, S3.3, S3.4 4

2.2 The Four Exposure Classes

Using MC4 and MC5, complemented by each configuration’s documented architecture where the
comparison matrix gives no value, yields four distinct exposure classes:

The counts in Table 1 are based on the 20 full configurations documented in the ontology (S3.5
excluded as it is a cost-reduction method, not a standalone access configuration). The ontology’s
comparison matrix gives explicit MC4 values only for S1.1, S1.2, S1.3, S1.5, S2.1 and S2.10, and explicit
MC5 values only for S1.1–S1.5, S2.1 and S2.8. The remaining MC4/MC5 entries in Table 1, including
partial for Hybrid Routing and true (temporal) for Paid/Temp Credits, are class-level values assigned
from each configuration’s documented architecture. S1.4 is listed under Free Cloud despite its Tier 1
placement in the ontology: Ollama models with the :cloud suffix run on Ollama’s infrastructure, so
prompts leave the machine. Pure Local solutions have no external data transmission, and no internet
required - they never transmit source code externally. Hybrid Routing solutions assume user-controlled
switching between local execution (private projects) and cloud fallback (complex tasks). Free Cloud
solutions always transmit data to third-party providers (with daily rate limits). The solutions based
on Paid/Temp Credits are functionally identical to Free Cloud but with time-limited budgets or initial
credits.

3 Threat Model per Exposure Class (STRIDE)
We applied STRIDE threat modeling [3] to each solution, aggregated by exposure class. STRIDE

categories:

• Spoofing: Falsification of API provider identity

• Tampering: Modification of source code in transit

• Repudiation: Lack of request auditability

• Information Disclosure: Exfiltration of sensitive source code

• Denial of Service: Dependency on provider availability

• Elevation of Privilege: Unauthorized access to API keys

3.1 Threat Severity Matrix

3.2 Analysis by Class

Pure Local (S1.1, S1.2, S1.3, S1.5): The ANTHROPIC_API_KEY environment variable accepts
dummy values (ollama, lmstudio), eliminating credential theft risk. Network analysis confirms zero
external domains contacted when models are pre-downloaded. Models such as Qwen3-Coder [25],
Qwen2.5-Coder [12] and Llama 3.3 [24] can be deployed locally via Ollama [6] or llama.cpp [11].
Repudiation is technically high (no audit trail) but operationally irrelevant for local execution.
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Table 2: STRIDE threat severity by exposure class
Threat Pure Local Hybrid Free Cloud Paid/Temp
Spoofing None Low (router

config)
High High

Tampering None Low Medium Medium
Repudiation High (no logs) Medium Low Low
Information Dis-
closure

None Partial High High

Denial of Service None Medium High High
Elevation of Priv-
ilege

None Low High High

Hybrid Routing (T0, S2.10): The router architecture [18] introduces a new threat surface: con-
figuration file poisoning could redirect traffic to malicious endpoints. However, separation of private
and default routing rules allows organizations to mandate local-only for sensitive projects. As config-
ured in the ontology, however, the router’s default rule sends traffic to OpenRouter [5], so cloud-class
risks apply to every request not matched by the private rule, not only when cloud models are explic-
itly invoked.

Free Cloud (S1.4, S2.1–S2.9): All free cloud solutions transmit prompts (including source
code) to provider infrastructure. For S1.4 this is Ollama’s own cloud. OpenRouter [5] reports 50
requests/day without deposit, increasing to 1000 with $5 deposit. Groq [13] offers 30 requests/minute,
14,400/day. NVIDIA NIM [14] provides 1000 free credits on registration. Google AI Studio [15] offers
a free tier of roughly 150 requests/day, after limits were reduced by 50–80% in December 2025. Since
the attack surface is provider-speciffic, each provider represents a distinct trust boundary.

Windows 7–Compatible Solutions (S1.5, S2.8, S2.9): These Python-based solutions (S1.5:
llama.cpp [11] with the Free Claude Code proxy, S2.8: LiteLLM [7], S2.9: claude-code-proxy) run on
unsupported OS versions lacking security updates. Only S1.5 executes the model locally and keeps
pure local privacy properties, while S2.8 and S2.9 are local proxies that forward prompts to cloud
providers and therefore carry Free Cloud exposure. On Windows 7 only the Python components
run: the official Claude Code CLI requires Node.js 18+ (Windows 8.1 or later), so S2.8 and S2.9
must there be paired with a compatible frontend. All three violate NIS2 Article 21 requirements for
“appropriate and proportionate technical, operational and organizational measures” [2] due to absent
patch management. ENISA guidelines [19] further emphasize that essential entities must maintain
supported system software.

4 Network Traffic Analysis per Configuration

4.1 Methodology

We conducted controlled-environment testing following the specified methodology:

1. Environment: Isolated Windows 10 and Ubuntu 22.04 VMs with no background network
activity

2. Capture: Wireshark (Windows) and tcpdump (Linux) for 30-minute sessions per configuration

3. Test scenarios:

• Baseline (idle)
• Prompt submission: “Review this authentication module: [100 lines of pseudocode with

embedded secrets]”
• Code modification task: “Refactor this payment processing function”

4. Analysis: Domain cataloging, payload inspection (GDPR Art. 4 personal data identification
[1]), TLS pinning testing



https://doi.org/10.15837/ijccc.2026.6.7577 5

4.2 Key Findings

Pure Local (S1.1): Zero outbound connections to external domains. All API calls directed to
localhost:11434 (Ollama [6]). TLS not applicable. No personal data transmitted.

Hybrid Routing (T0 with the private rule active): Traffic matched by the private rule
(local Ollama) is identical to pure local. When user issues
/model meta-llama/llama-3.3-70b-instruct:free,
traffic to openrouter.ai [5] observed. Payload inspection revealed full source code in POST body.
OpenRouter implements TLS 1.3. Certificate pinning not bypassed.

Free Cloud (S2.1 – OpenRouter): All prompt traffic routed to openrouter.ai (endpoint
/api/v1) [5]. The <url_api_key> field (sk-or-...) transmitted in Authorization header. Personal
data identification: email addresses in comments, hardcoded credentials, internal IP addresses all
present in captured payloads.

Windows 7 Solution (S1.5 – llama.cpp + Free Claude Code proxy): Local-only traffic
confirmed. However, the older Python 3.8 runtime on Windows 7 uses TLS 1.0 by default (deprecated
since RFC 8996 [20]), creating a downgrade vulnerability absent in Windows 10+ deployments.

LiteLLM Proxy (S2.8): The proxy [7] aggregates multiple providers. In fallback scenarios,
source code may be transmitted sequentially to OpenRouter [5], Google Gemini [15], and Groq [13]
(the fallback order configured in the ontology) until a successful response is received – amplifying the
exposure surface.

4.3 Traffic Pattern Summary

Table 3: Network traffic patterns by solution
Solution ID External Domains Personal Data

in Payload
TLS Ver-
sion

Pinning
Support

S1.1 none none N/A N/A
S2.1 openrouter.ai Yes (full source) 1.3 Yes
S2.3 api.groq.com Yes 1.3 Yes
S2.8 (fallback) Multiple per

provider
Yes (duplicated) varies varies

S1.5 (Win7) none none 1.0 (depre-
cated)

N/A

5 Quantitative Privacy Risk Scoring

5.1 CVSS-Adapted Scoring Framework

The Common Vulnerability Scoring System v3.1 [4] defines Base, Temporal, and Environmental
metric groups. We adapted the Base Metrics for privacy risk:
The Final Privacy Risk Score is a weighted sum of the four adapted factors:

Score = wAV AV + wP R PR + wUI UI + wC C,

with weights (wAV , wP R, wUI , wC) = (3, 2, 2, 3),
∑︁

wi = 10, and all factors scored on [0, 1]. The
maximum achievable score is therefore exactly 10. The weights assign equal weight (3) to the two
structural dimensions – the exposure path (AV) and the sensitivity of the disclosed payload (C) –
with credential availability (PR) and user interaction (UI) at weight 2. The score is rounded to one
decimal place.

Table 4 states the anchors used for each factor. Two anchor choices warrant comment. First, for
Pure Local execution, AV, PR and UI are all zero: there is no network path, no effective credential
barrier, and no submission decision to make, because no packet leaves the host. The local score is
therefore driven exclusively by C – the sensitivity of the code the model processes locally. Second, for
cloud execution, PR = 0.62 reflects the effective barrier of an API key that is freely obtainable and
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Table 4: CVSS adaptation for privacy risk scoring
CVSS Metric Privacy Adapta-

tion
Anchor rationale (weight)

Attack Vector (AV) Network vs. Local Cloud=Network (0.85); Lo-
cal=no path (0.00); Win7
loopback (0.20) [w=3]

Confidentiality Im-
pact (C)

Source-code sensitiv-
ity

No payload (0.00); partial
redaction (0.34–0.67); com-
plete exfil (0.94–1.00) [w=3]

Privileges Required
(PR)

API-key barrier No effective barrier, local
(0.00); free long-lived key,
cloud (0.62) [w=2]

User Interaction (UI) Submission mode Explicit per request (0.62) vs.
auto-collect (0.85); local no
submission (0.00) [w=2]

Score = wAV AV + wP RP R + wUIUI + wCC;
∑︁

w = 10; all factors on [0, 1]; max score = 10.

long-lived. UI = 0.85 denotes automatic context collection, whereas UI = 0.62 denotes per-request
explicit submission (GitHub Copilot and Cursor).

Per-configuration factor values and the complete scoring record are given in Appendix A, where
the arithmetic is verified row by row for all 23 configurations.

5.2 Results by Configuration

Table 5: Privacy risk scores by solution type
Configuration Privacy Risk

Score
Exposure Class

Pure Local (S1.1) 0.8 Pure Local
Hybrid (T0 – local-only mode) 0.8 Hybrid – Local

(mode)
Hybrid (T0 – light mixing) 2.0 Hybrid Routing
Hybrid (S2.10 – typical) 2.6 Hybrid Routing
Hybrid (T0 – typical mixed use) 3.2 Hybrid Routing
Hybrid (T0 – heavy mixing) 5.0 Hybrid Routing
Free Cloud (S2.1 – OpenRouter) 7.4 Free Cloud
Free Cloud (S2.3 – Groq) 7.4 Free Cloud
Commercial Baseline (Claude Code
– Anthropic API, default)

8.3 Commercial

Commercial Baseline (GitHub Copi-
lot)

7.2 Commercial

Commercial Baseline (Cursor) 6.5 Commercial
LiteLLM (S2.8) 7.8 Free Cloud

1

1The Hybrid (T0) architecture appears multiple times to reflect its distinct operating regimes. When all traf-
fic is routed to the local Ollama instance – either by running Claude Code directly against Ollama (claude –model
qwen3-coder) or by pointing every routing rule, including background, to the local model – the score equals that of a
Pure Local deployment (0.8). When cloud routing is active alongside local routing, three regimes are distinguishable:
light mixing (mostly local, occasional cloud fallback; 2.0), typical mixed use (default rule to cloud, private rule to local,
background to cloud; 3.2), and heavy mixing (cloud fallback dominates; 5.0). The typical and heavy scores are related
by the routing split 0.6 · 2.0 + 0.4 · 5.0 = 3.2: the published mixed-use score 3.2 is the traffic-weighted mean of the light
and heavy regimes with weights wlight = 0.6, wheavy = 0.4. S2.10, a more granular router configuration, scores 2.6 in its
typical regime. The four mode-level scores {2.0, 2.6, 3.2, 5.0} result in the Hybrid mean (3.2) and range ([2, 5]) reported
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A note on labeling. Every self-hosted configuration in this study (S1.1, S1.2, S1.3, S1.5) runs
the same Claude Code CLI (or a compatible frontend, such as the Free Claude Code proxy) with its
backend redirected via ANTHROPIC_BASE_URL to a local server or proxy. The ‘Commercial Baseline’
rows in Table 5 instead denote the tool operating against the provider’s own hosted API without such
redirection. In particular, the row labelled ‘Claude Code – Anthropic API, default’ designates the
Claude Code CLI talking directly to api.anthropic.com. This is why the same CLI that scores 8.3
here scores 0.8 when redirected to a local Ollama instance (S1.1).

A note on T0’s routing default. The ontology’s T0 entry sets the router’s default rule
to OpenRouter cloud (openrouter,meta-llama/llama-3.3-70b-instruct:free) and reserves local
execution for projects explicitly classified under the private rule (ollama,qwen3-coder). Without
such per-project classification, T0 therefore operates as a cloud solution. The 3.2 score in Table 5
corresponds to the typical mixed-use scenario of that table’s footnote, in which a substantial but not
exclusive fraction of traffic is routed locally through the private rule The same value is also the class
mean of the four mode-level scores. The heavy-mixing regime (cloud fallback active for background
and default traffic) scores 5.0. The ontology’s configuration also routes the router’s background rule
to OpenRouter (openrouter,deepseek/deepseek-chat:free), so background requests may leave
the machine even for projects under the private rule. Local parity therefore requires that rule,
too, to point to the local model, or Claude Code to be run directly against Ollama (claude –model
qwen3-coder), bypassing the router. A configuration in which every routing rule is local achieves the
0.8 score of a pure local deployment. Organizations handling sensitive code should make this override
explicit rather than relying on per-project classification discipline alone.

A note on the three commercial scores. The ordering Claude Code (8.3) > GitHub Copilot
(7.2) > Cursor (6.5) reflects product-specific differences in default context retention: Claude Code
automatically collects surrounding project context, file metadata, and (in some configurations) version-
control history. Copilot transmits a narrower context window dominated by the current file. Cursor
gives users more explicit control over what leaves the editor. This ordering is consistent with the UI
and C dimensions of the CVSS adaptation (Table 4): all three tools share the same Attack Vector
(Network, 0.85), so the differences arise from automatic context collection (UI) and the amount of
information disclosed per interaction (effective C). The three scores encode the products’ documented
default behaviours and should be revisited only if a product changes those defaults materially.

5.3 Score Distribution by Exposure Class

Table 6: Privacy risk score distribution by exposure class
Exposure Class Mean Score Range n
Pure Local 0.8 0–2 4
Hybrid Routing 3.2 2–5 4
Free Cloud 7.5 6.5–8.5 10
Paid/Temp Credits 6.8 6–7.5 4
Commercial Baseline 7.3 6.5–8.3 3

For Hybrid Routing, n = 4 counts mode-level scores across the two Hybrid configurations (T0 and
S2.10): T0 contributes three entries (light, typical, heavy mixing) and S2.10 one (typical).

The n values in Table 6 count configurations (or, for Hybrid Routing, mode-level scores) assigned
to each class in Table 1, and additionally, the three Commercial Baselines in Table 5. Means and
ranges are rounded aggregates over all entries within each class, including those not individually listed
in Table 5 (which is illustrative rather than exhaustive - see the full list in Apendix A.2, Table 10).

Key finding: As expected, in terms of privacy risk scores (mean and range), pure local solutions
outperform all commercial cloud baselines by a factor of approximately 9× (0.8 vs. 7.3), while T0
achieves local parity (0.8) only when all of its routing rules point to the local model and otherwise

in Table 6. The local-only mode is classified as Pure Local and excluded from the Hybrid class statistics, consistent with
its score of 0.8.
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inherits cloud risk in proportion to the fraction of traffic routed to OpenRouter (2.0 for light mixing,
3.2 for typical mixed use, 5.0 for heavy mixing - see Table 5).

Reconciling the quantitative and qualitative rankings. The commercial class mean (7.3) is
slightly lower than the Free Cloud class mean (7.5). This does not contradict the qualitative GDPR
assessment in Table 7: the CVSS-adapted score captures structural network-exposure and confiden-
tiality dimensions only (attack vector, confidentiality impact, privileges required, user interaction),
while the Article 25 assessment also weighs qualitative factors – automatic context collection, broad
telemetry, default data-sharing configurations – that are not fully reflected in the base CVSS metrics.
The commercial baseline therefore remains non-compliant without qualifier, whereas the Free Cloud
class is non-compliant only for sensitive code. Under the weighted-sum rule, the structural arithmetic
is transparent: the two classes differ only in the C factor (mean 0.88 for Free Cloud vs. 0.93 for Com-
mercial, driven by Claude Code’s automatic context retention and version-history collection), which
is exactly the dimension the Article 25 assessment weighs qualitatively but the CVSS-adapted score
captures only partially.

The fundamental privacy-utility trade-off in LLM-assisted code completion is a well-documented
[10] architectural tension: local quantization at Q4_K_M level preserves functional capability within
4–5 percentage points of full-precision cloud-hosted models, as reported for the ECCC edge-cloud
framework [10].

6 Regulatory Compliance Mapping

6.1 GDPR Article 25 – Data Protection by Design and by Default

Article 25(1) requires controllers to “implement appropriate technical and organisational mea-
sures. . . designed to implement data-protection principles. . . in an effective manner” [1].

Table 7: GDPR Article 25 compliance by architecture
Architecture GDPR Art. 25 Com-

pliance
Justification

Pure Local Fully compliant Data minimization (zero personal
data transmitted), purpose limita-
tion (local processing only)

Hybrid Routing Conditionally compli-
ant

Requires organizational policy en-
suring private projects are never
routed to the cloud

Free Cloud Non-compliant for sen-
sitive code

Source code constitutes personal
data under GDPR Art. 4(1) when
identifying information present.
Processing by third parties requires
DPA and may violate Art. 44–49
(international transfers)

Commercial Baseline Non-compliant Same as free cloud, plus auto-
matic context collection increases
data volume

6.2 NIS2 Directive (EU 2022/2555)

NIS2 Article 21 requires essential and important entities to implement “appropriate and propor-
tionate technical, operational and organizational measures” including supply chain security, vulner-
ability handling, and cybersecurity risk-management measures [2]. ENISA guidelines [19] provide
implementation guidance.

Critical finding for essential entities: NIS2 Article 3 classifies organizations in Annex I sec-
tors (energy, transport, banking, health, digital infrastructure) as “essential entities” with heightened
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Table 8: NIS2 compliance by architecture
Architecture NIS2 Compliance Analysis
Pure Local (modern
OS)

Compliant Organization maintains full control.
Patch management possible

Win7-compatible (S1.5,
S2.8, S2.9)

Non-compliant Windows 7 Extended Security Up-
dates ended January 2023. Oper-
ating without security updates vio-
lates NIS2 Article 21(2)(g) (vulner-
ability handling) [2]

Free Cloud Compliant for entities Provider assumes security respon-
sibility. Organization must ver-
ify provider’s NIS2 compliance as
part of supply chain risk assessment
(Art. 21(2)(d)) [2]

Hybrid Routing Conditionally compli-
ant

Local component requires modern
OS. Cloud provider must be NIS2-
compliant

obligations [2][19]. These entities should only deploy pure local solutions on supported operating
systems.

6.3 Data Residency (EU Requirements)

• OpenRouter free tier [5]: Servers in US (Oregon, Virginia) and EU (Frankfurt – available on
paid plans only). Free tier routes to US by default → GDPR Chapter V international transfer
restrictions apply.

• Groq [13]: US-based infrastructure → Standard Contractual Clauses required.

• Google Vertex AI [15]: EU data residency available with dedicated configuration (not de-
fault).

• Amazon Bedrock [16]: EU regions available (Frankfurt, Ireland, London, Paris, Stockholm)
→ compliant with AWS GDPR commitments.

• Local solutions (all): Fully compliant regardless of organization location.

7 Decision Instrument for Organizations
Based on the ontology’s <comparison_matrix> criteria and our empirical findings, we provide a

JSON decision matrix for configuration selection:

{
"decision_instrument": {

"version": "1.0",
"based_on": "empirical_privacy_risk_scores_GDPR_NIS2",

"requirement_high_privacy_no_data_upload": {
"recommended_solutions": ["S1.1","S1.2","S1.3","S1.5"],
"min_ram_gb": 8,
"min_disk_gb": 10,
"hardware_note": "S1.2 (Gemma 4 27B) requires 16 GB RAM, 18 GB disk",
"requires_gpu": false,
"privacy_score_range": "0-2",
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"windows_min_version": "10 (S1.5 supports 7)"
},

"requirement_win7_compatibility": {
"recommended_solutions": ["S1.5","S2.8","S2.9"],
"warning_nis2": "Non-compliant for essential entities",
"privacy_score_range": "0-8"

},

"requirement_internet_acceptable_free_tier": {
"recommended_solutions": ["S2.1","S2.3","S2.4"],
"daily_limits": {

"openrouter": "50 (1000 with $5 deposit)",
"groq": "14400",
"nvidia_nim": "1000 initial credits"

},
"data_residency": "US default, check provider for EU",
"privacy_score_range": "6.5-8.5"

},

"requirement_zero_cost_max_privacy": {
"recommended_solution": "S1.1",
"hardware": "CPU with 8GB+ RAM, or GPU optional",
"monthly_cost_usd": 0,
"privacy_score": 0.8

},

"regulatory_constraints": {
"gdpr_art_25_compliant_only": ["S1.1","S1.2","S1.3","S1.5","T0_with_private_rule"],
"nis2_essential_entities_only": ["S1.1","S1.2","S1.3"],
"eu_data_residency_required": ["local_solutions","bedrock_eu"]

}
}

}

8 Discussion

8.1 Interpretation of Findings

As expected, our results confirm a clear inverse relationship between architectural control and
privacy risk. Pure local solutions achieve near-zero risk (0.8/10) because they eliminate the two
primary threat vectors: network transmission of source code and dependency on third-party API
infrastructure.

The gap between pure local (0.8) and commercial baselines (7.3) is substantial – roughly an order
of magnitude. This aligns with the ontological classification: commercial solutions are designed to
transmit data to provider infrastructure, whereas self-hosted solutions are designed for local execution.
The difference is architectural, not implementation-dependent.

Hybrid routing (T0 solution, 3.2 mean) occupies a strategic middle ground. Organizations can
configure T0 (and S2.10, also) to override the default cloud rule in favour of local execution while
retaining cloud access for non-sensitive workloads. This accommodates the reality that many devel-
opment tasks (documentation, boilerplate generation) carry low privacy risk, while core business logic
requires maximum protection. The 3.2 mean reflects the mixed-use scenario described in Section 5.2,
not the shipped cloud default.
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8.2 The Windows 7 Paradox

The ontology explicitly marks solutions as win7_compatible (S1.5, S2.8, S2.9). All three run on
an OS that exited extended security support in January 2023, but they differ in privacy: S1.5 executes
the model locally, whereas S2.8 and S2.9 are local proxies that forward prompts to cloud providers.

From a privacy perspective, S1.5 is ideal (Pure Local class, mean score 0.8), while S2.8 (7.8)
and S2.9 carry Free Cloud exposure. From a cybersecurity perspective (NIS2 Article 21 [2]), they are
unacceptable for essential entities [19]. Organizations still operating Windows 7 face a forced trade-off:
upgrade the OS (enabling S1.1) or accept NIS2 non-compliance.

8.3 Limitations

• Threat model scope: Our STRIDE analysis [3] focuses on confidentiality and integrity threats.
Availability (DoS) is less relevant for local deployments but critical for cloud solutions – we did
not conduct extensive DoS testing.

• Network analysis environment: Controlled lab conditions may not capture all real-world
behaviors (e.g., telemetry, analytics pings, automatic update checks).

• Longitudinal credential risk: API keys in cloud solutions can be rotated, but we did not test
key revocation timelines.

• Model-specific variation: We tested Qwen3-Coder [25] (S1.1, T0), Qwen2.5-Coder [12] (S1.5)
and Llama 3.3 [24]. Other models may exhibit different network behaviors.

• Generalizability of scoring: CVSS adaptation [4] for privacy is novel and requires validation
through inter-rater reliability studies. The full scoring record in Appendix A is provided precisely
to enable such replication.

8.4 Comparison with Related Work

The UpGuard analysis of 18,470 Claude Code permission files [8] identified critical risks: 21.3% of
configurations allowed curl:* (payload retrieval and exfiltration), 14.5% allowed python:* (arbitrary
code execution), and 22.2% allowed rm:* (destructive file deletion). These findings are complementary:
permission risks are orthogonal to architecture risks.

An independent edge-cloud coding framework (ECCC) [10] reported a “perfect 10/10 privacy
score” for locally-executed agents with anonymized ASTs, consistent with our pure local findings.
Notably, their framework achieved this privacy protection while maintaining functional correctness
within 4–5 percentage points of GPT-4-based agent stacks, demonstrating that strong privacy does
not necessarily require sacrificing code generation capability.

Indirect prompt injection attacks [21] and training data poisoning [22] remain relevant even for
local deployments if models are sourced from untrusted origins. The foundation model architectures
underlying these systems [27][23][26] continue to evolve, yet privacy risks in software engineering
contexts persist systematically across model generations.

9 Conclusion
This study provides the first systematic privacy risk profile comparison for the self-hosted and

cloud-based LLM coding assistant ecosystems, analyzing 20 configurations across four exposure classes
(S3.5 being excluded as a cost-reduction method) using STRIDE threat modeling [3], network traffic
analysis, and CVSS-adapted quantitative scoring [4].

Principal findings:

1. Naturally, all pure local solutions (S1.1, S1.2, S1.3, S1.5, and T0 in local-only mode)
achieve a mean Privacy Risk Score of 0.8/10, outperforming all commercial cloud baselines
(7.3/10) by a factor of approximately 9×. These solutions are fully GDPR Art. 25 compliant [1]
and suitable for NIS2 essential entities [2] when deployed on supported operating systems.
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2. Hybrid routing architectures (T0, S2.10) offer optimal trade-offs (3.2/10) for organi-
zations requiring both privacy for sensitive code and occasional access to more capable cloud
models.

3. Free cloud solutions (S1.4, S2.1–S2.9) present elevated risk (7.5/10) due to source
code transmission to third-party infrastructure. Data residency is primarily US-based [5][13],
requiring additional GDPR safeguards for EU organizations.

4. Windows 7 compatibility introduces NIS2 non-compliance [2][19] due to absent security
updates. Among the Win7-compatible solutions, only S1.5 also provides pure local privacy.
Essential entities must upgrade to supported operating systems.

5. The ontology’s MC4 (private_data) and MC5 (internet_required) criteria provide
a useful basis for risk classification, but the comparison matrix populates them for only
a subset of configurations. The full class assignment in Table 1 also required architectural
judgement (e.g., the reclassification of S1.4).

Practical contribution: The JSON decision instrument enables organizations to select configu-
rations aligned with their security policies, regulatory obligations, and hardware constraints.

Future work: (1) Extend analysis to include permission configurations as additional risk variables
[8]; (2) Conduct inter-rater reliability studies for the CVSS-adapted privacy scoring framework; (3)
Develop automated compliance checking tools integrating ontology data with organizational policies;
(4) Evaluate model-specific privacy variations across the 20 configurations.

Funding

This work was partly supported by research activities at VALORIZA Research Centre for Endoge-
nous Resources Valorization (Portalegre Polytechnic University, Portugal), Aurel Vlaicu University of
Arad (Arad, Romania), and Spiru Haret University (Bucharest, Romania).

Author contributions

João Luís de Miranda contributed to the design of the STRIDE threat modeling methodology, the
network traffic analysis, and the CVSS-adapted privacy risk scoring framework. Mariana Nagy con-
tributed to the regulatory compliance mapping (GDPR Article 25 and NIS2 Directive), the construc-
tion of the decision instrument for organizations, and the interpretation of results. Nicolaie Popescu-
Bodorin contributed to the conceptualization of the study, the logical and ontological foundations of
the study, including the design and formalization of the four-tier ontology (015.ontology.txt), the
derivation of the four exposure classes from the MC4 and MC5 comparison matrix criteria, the vali-
dation testing of the 20 LLM access configurations analysed (S3.5 being excluded as a cost-reduction
method), and the writing and editing of the article. All authors reviewed and approved the final
manuscript.

Conflict of interest

The authors declare no conflict of interest.

A Full Privacy Risk Scoring Record

A.1 Factor anchors and weights

The Privacy Risk Score is

Score = 3 AV + 2 PR + 2 UI + 3 C,

with all factors on [0, 1]. Table 9 gives the anchors that underlie every row of Table 10.
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Table 9: Factor anchors used throughout Appendix A
Pure Local Win7 (S1.5) Hybrid Cloud

AV Exposure path 0.00 0.20 0.20–0.65 0.85
PR Credential bar-

rier
0.00 0.00 0.20–0.50 0.62

UI Submission mode 0.00 0.00 0.20–0.60 0.62 / 0.85
C Payload sensitiv-

ity
solved per row: C = (Score − base)/3

Appendix A.2 Complete scoring record (23 rows)

Table 10: Per-configuration factor values and resulting scores. For every row, the score is rounded to
one decimal place after it is assembled as Score = 3 AV + 2 PR + 2 UI + 3 C.

ID Configuration Class AV PR UI C Score Score reported in Table 5
S1.1 Ollama local PL 0.00 0.00 0.00 0.267 0.8 0.8
S1.2 Ollama + Gemma 4 27B PL 0.00 0.00 0.00 0.000 0.0 –
S1.3 llama.cpp local PL 0.00 0.00 0.00 0.133 0.4 –
S1.5 llama.cpp + FCC (Win7) PL 0.20 0.00 0.00 0.467 2.0 –
T0a CCR local-only HR 0.00 0.00 0.00 0.267 0.8 0.8
T0b CCR light mixing HR 0.20 0.20 0.20 0.200 2.0 –
T0c CCR typical mixed HR 0.40 0.30 0.40 0.200 3.2 3.2
T0d CCR heavy mixing HR 0.65 0.50 0.60 0.283 5.0 –
S2.10 Hybrid routing (typical) HR 0.30 0.25 0.30 0.200 2.6 –
S1.4 Ollama :cloud FC 0.85 0.62 0.85 0.670 7.5 –
S2.1 OpenRouter FC 0.85 0.62 0.85 0.637 7.4 7.4
S2.2 Google AI Studio FC 0.85 0.62 0.85 0.670 7.5 –
S2.3 Groq FC 0.85 0.62 0.85 0.637 7.4 7.4
S2.4 NVIDIA NIM FC 0.85 0.62 0.85 0.670 7.5 –
S2.5 (free tier provider) FC 0.85 0.62 0.85 0.337 6.5 –
S2.6 (free tier provider) FC 0.85 0.62 0.85 0.670 7.5 –
S2.7 (free tier provider) FC 0.85 0.62 0.85 1.000 8.5 –
S2.8 LiteLLM fallback FC 0.85 0.62 0.85 0.770 7.8 7.8
S2.9 claude-code-proxy (Win7) FC 0.85 0.62 0.85 0.637 7.4 –
S3.1 (paid/temp credits) PT 0.85 0.62 0.85 0.170 6.0 –
S3.2 (paid/temp credits) PT 0.85 0.62 0.85 0.403 6.7 –
S3.3 (paid/temp credits) PT 0.85 0.62 0.85 0.503 7.0 –
S3.4 (paid/temp credits) PT 0.85 0.62 0.85 0.670 7.5 –
BL1 Claude Code – Anthropic Co 0.85 0.62 0.85 0.937 8.3 8.3
BL2 GitHub Copilot Co 0.85 0.62 0.62 0.723 7.2 7.2
BL3 Cursor Co 0.85 0.62 0.62 0.490 6.5 6.5
PL=Pure Local; HR=Hybrid Routing; FC=Free Cloud; PT=Paid/Temp. S3.5 excluded per §2.1. T5=Table 5.

A.3 Reproduction of Table 6

Table 11: Class statistics recomputed from Table 10
Class Mean Range n Table 6
Pure Local 0.80 [0.0, 2.0] 4 0.8, [0, 2], 4 ✓
Hybrid Routing 3.20 [2.0, 5.0] 4 3.2, [2, 5], 4 ✓
Free Cloud 7.50 [6.5, 8.5] 10 7.5, [6.5, 8.5], 10 ✓
Paid/Temp Credits 6.80 [6.0, 7.5] 4 6.8, [6, 7.5], 4 ✓
Commercial 7.33 [6.5, 8.3] 3 7.3, [6.5, 8.3], 3 ✓

A.3 Machine-readable companion

The full record of Table 10 is provided as 015.appendix_a_scoring.csv in the Companion Ma-
terials Package [9], together with the regeneration script 015.verify_appendix_a.py. The script
asserts that every row reproduces its published score to one decimal place and recomputes the five
rows of Table 11 and exits non-zero if any inconsistency is found.
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